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1. Consider the following line from /etc/passwd:

gordon:x:123:456:789:/home/gordon:/bin/bash

What is the meaning of 456, and which file in /etc would aid in its definition?







Mark [2]

2. What umask setting would, after executing the command “mkdir gordon”, create a directory “gordon” with permissions “dr-x-wx—x”?
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3. In the boot process from switch on to starting init.d tasks, what stages are undertaken?
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4. The following commands are typed on a Unix computer.

mkdir temp

cd temp/

mkdir hia

touch hia/word.txt

cp /etc/passwd hia/hia

cd ..

ls -R temp

What is printed on the screen in response to the last line of the commands?
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5. K64gordon in /etc/rc5.d is a soft link to which file? Give the full path name.
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6. Consider the following topology:












The ethernet devices shown are from the point of view of M1.

Assume MGW is the gateway machine for this cluster of machines.

Also from the viewpoint of M1, the following is known:


Eth0 : 160.2.1.20/16


Eth1 : 160.1.1.254/24
        


MGW is 162.2.1.1

M2 is 162.1.1.1

M3 is 162.1.1.2

Supply ifconfig lines for this scenario for use on M1.
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7. Continuing from the previous question, supply ip route commands for M2.
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8. Show the iptable commands to allow incoming traffic from eth0 to be accepted only if it is part of an established or related stream, or if it is an incoming ssh connection, or if it is a ping arriving at less than 10 per second. All other traffic should be rejected.
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9. Consider the following iptable configuration:

iptables –P OUTPUT drop
iptables –A OUTPUT –m state --state RELATED,ESTABLISHED –j ACCEPT
iptables –A OUTPUT –m state --state NEW –p tcp --dport 80 –j REJECT
iptables –A OUTPUT –p tcp --dport http –j ACCEPT

Would outgoing web connection requests be blocked? Give an explanation for your answer.
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10. Continuing on with the previous question, will incoming web requests to a local server be processed correctly? Again, give an explanation for your answer. You can assume that the only policy in INPUT is the default policy of ACCEPT.
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11.  Discuss the usefulness of the Host field of an HTTP 1.1 request.
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12. Provide rewrite rules so that no matter what someone types as the host name, they always get redirected externally to grussell.org. For example, using www.grussell.org, web.grussell.org, me.grussell.org, etc, will result in a redirection to grussell.org.
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13.  In a sendmail configuration, what is the point of masquerading?
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14. User jim owns virtual host jim.com, and user gordon owns virtual host gordon.com. Provide virtual host tables and domain tables for sendmail to support this.
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15. The following is an .htaccess file of a fictitious student on a student’s web account.

AuthType Basic

AuthName "Password Required"

AuthUserFile /home/09006754/.www-password

<Limit GET POST>

Require user server_admin

</Limit>

Provide the changes needed to this file so that the name of the authentication window reads "Please enter".
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16. A database administrator intends to migrate a database from Oracle to Mysql. Give an example of a system database table that will need to be changed in this migration. How can the database be migrated with minimal effort?
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17. Below are some lines from httpd.conf:

AccessFileName .htaccess

<Files ~ "^\.ht">

Order allow,deny

Deny from all

</Files>

What does the <Files> ... <Files> statement achieve and why does this increase the security of the webserver?
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18. What problem occurs if a directory containing jpegs with their thumbnails on OS X (Macintosh) is archived using tar and then copied to and unpacked on a Linux computer?
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19. Can an administrator of a MySQL database easily decrypt a user's password? Provide a reason for your answer.
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20. Below is a line from a webserver logfile:

2005-10-17 00:58:32 W3SVC1097 213.171.193.80 GET /papers/paper.pdf - 80 -

128.238.110.57 HTTP/1.1 Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1;

+SV1;+.NET+CLR+1.0.3705;+.NET+CLR+1.1.4322;+InfoPath.1) -

http://www.google.com/search?q=programming+language&hl=en&lr=&rls=GGLD,

GGLD:2004-04,GGLD:en&start=90&sa=N 200 0 64 0 554 187

What browser was the client using who issued this request? Which webpage was navigated by the client before they came across the paper.pdf document and what were they doing on that webpage?
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