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1. The following was typed at the shell prompt:

# mkdir a
# mkdir a/b
# mkdir a/b/c
# cal > today
# date > a/today
# cd a
# ln –s ../today b/c/thelink
# cat b/c/thelink

What is “thelink” linked to and explain your answer?
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2. Argue two reasons why a prompt-based interface is better than a GUI interface.
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3. Write a 1 line statement which shows a long listing of all directories in /home created in Jan, sorted by size. In a long listing you can assume that the size is in column 5 of the output:
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4. The following commands are typed on a Unix computer.

# ls –l b
-rwxr-xr-x 1 gordon users       11 Oct 22 12:27 2008

What is the name of this file, and how big is it in bytes?
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5. You are to set a service httpd running from init.d each time the system reaches runlevel 5 at a startup priority of 30. What would you expect to see in rc5.d? Explain your answer.
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6. User frank is in group smith (gid 40). He has changed jobs and now has to be in group 50. Document the steps to remove him from group 40 and insert him into group 50.
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7. Consider the following topology:











The ethernet devices shown are from the point of view of M1.

Assume MGW is the gateway machine for this cluster of machines.

All machines (MGW,M1,M2,M3) are Linux machines.

Also from the viewpoint of M1, the following is known:


Eth0 : 10.2.1.20/16

Eth1 : 10.1.25.254/24
           Eth2 : 10.3.25.254/24

MGW is 10.2.1.1

M2 is 10.1.25.4

M3 is 10.3.25.10

Supply ifconfig lines for this scenario for use on M3.
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8. Continuing from the previous question, supply ip route commands for M2.
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9. Show the iptables commands for the OUTPUT table only, which clear out the OUTPUT table, make the policy REJECT, and to only allow access to external telnet servers, for the local system to ping the outside world at rates of less than or equal to 5 per second, and which permits ongoing sessions. Assuming the INPUT table is properly configured. 
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10. Consider the following iptables configuration:

iptables –P INPUT DROP
iptables –A INPUT –m state --state RELATED,ESTABLISHED –j ACCEPT
iptables –A INPUT –p tcp --dport httpd –j ACCEPT
iptables –A INPUT –p icmp --dport ping –j ACCEPT

Assuming the OUTPUT chain is correctly configured. Your junior administrator produced the above rules but cannot seem to get the rules loaded. Identify and fix all errors.
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11.  You have been given the class C network 200.10.40.0/24. Partition this using VLSM to support 3 networks of 40 hosts each, plus 3 /30 networks. Keep the size of each network as small as possible.
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12. Write a virtual host entry to handle www.tester.com, web.tester.com, and tester.com, so that the request is directed to the document root /home/jim, the admin email address is boss@tester.com, and the server name is set to www.tester.com?
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13. Supply mod_rewrite instructions for the above virtual host entry such that a request for a host which is not tester.com gets rewritten to tester.com. Do not do the rewrite if the request refers to the URI /~testuser.
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14. Consider the following DNS zone information.

$ORIGIN tester.com.
$TTL    86400
@                       
1D IN SOA       ns1 admin.tester.com. (
                                        2004101701     
 ; serial
                                        3H              
; refresh
                                        15M             
; retry
                                        1W              
; expiry
                                        1D )            
; minimum
                       
1D IN NS      ns1
                        
1D IN A         50.1.1.1
www.                     
CNAME         tester.com.
ns1


1D IN A 
50.1.1.10
web


CNAME tester.com

Spot 2 errors with this configuration.
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15.  An apache configuration file currently has no mod_rewrite commands. If the following is added to a virtual host area, what would the result be and why of handling the URL
   http://www.napier.ac.uk/~gordon/hello.html 

RewriteEngine on

RewriteCond %{HTTP_HOST}    ^www\.napier\.ac\.uk [NC]

RewriteCond %{REQUEST_URI}  !^/~gordon
RewriteRule ^/(.*)          http://www.live.napier.ac.uk/$1 [L,R=permanent]
RewriteRule ^((.*)          http://www.soc.napier.ac.uk/$1 [L,R=permanent]
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16. Write a .htaccess file to permit only 146.176.1.5 and 10.0.0.1 from accessing your website.
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17. Briefly discuss the effectiveness of SPF in fighting spam email.
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18. Consider the following virtual hosts table entry for sendmail:

gordon  jim@internet.com


jim
  jim@internet.com
Explain what this means.
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19. Below is a line from a webserver logfile and relates to the virtual host linuxzoo.net:

70.227.105.100 - - [15/Oct/2008:04:45:29 +0100] "GET /20.20.20.4 HTTP/1.1" 404 4405 "http://25.25.25.5/page2.html" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)"

Explain the meaning of 70.227.105.100, 20.20.20.4, 25.25.25.5, and 4405.
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20. Consider the following output from “ifconfig eth0”.
eth0      Link encap:Ethernet  HWaddr 00:E0:81:26:30:E4

  inet addr:146.176.166.1  Bcast:146.176.166.255  Mask:255.255.255.0

             inet6 addr: fe80::2e0:81ff:fe26:30e4/64 Scope:Link

  UP BROADCAST RUNNING MULTICAST  MTU:500  Metric:1

  RX packets:228989464 errors:265780 dropped:0 overruns:0 frame:0

  TX packets:288311148 errors:0 dropped:0 overruns:0 carrier:0

  collisions: 0 txqueuelen:1000

  RX bytes:1548063009 (1476.3 Mb)  TX bytes:1954165244 (1863.6 Mb)

  Base address:0xd800 Memory:fe980000-fe9a0000

Discuss any problems shown in this output of ifconfig. 
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