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1. After the following command is executed what will be the permissions set on any new file created?

# umask 226
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2. In a typical linux filesystem, which two directories are the most likely directories to hold the commands that normal users would commonly execute?
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3. Show the commands you would use to create a file called “file6” which contains a listing of the user’s home directory followed by a listing of the directory /bin.

Note the list of the user’s home directory should include hidden files but the listing of the /bin directory should not.
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4. The following commands are typed on a Unix computer.

# ls –ld b
drwxr-xr-x 3 root root 16 Oct 24 13:53 b

What is the name of this directory, and how many bytes does the directory contain?
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5. The following command was typed in:

# ls -l /etc/rc5.d/*sshd*
lrwxrwxrwx 1 root root 14 Oct 25  2006 /etc/rc5.d/S55sshd -> ../init.d/sshd
What does this tell you about sshd? Explain your answer.
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6. Your trainee administrator has added the “date” command to all new users login details, so that new users get today’s date printed when they log in. Users created before this change are unaffected. What file did he edit to do this, and how to we get rid of this effect for all users.
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7. Consider the following topology:











The ethernet devices shown are from the point of view of M1.

Assume MGW is the gateway machine for this cluster of machines.

All machines (MGW,M1,M2,M3) are Linux machines.

Also from the viewpoint of M1, the following is known:


Eth0 : 10.2.1.20/24

Eth1 : 10.1.25.254/16
           Eth2 : 10.3.25.254/24

MGW is 10.2.1.1

M2 is 10.1.25.4

M3 is 10.3.25.10

Supply ifconfig lines for this scenario for use on M1.
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8. Continuing from the previous question, supply ip route commands for M2.
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9. Write iptables commands for the FORWARD chain, clearing the chain, setting the default to DROP, and allowing connections in the established and connected state to work for both eth0->eth1 and eth1->eth0. Permit new http traffic to be forwarded from eth0 to eth1 only if the destination machine is 10.1.2.3.
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10. Consider the following iptables configuration:

iptables –P INPUT DROP
iptables –A INPUT –m state --state NEW –j ACCEPT
iptables –A INPUT –o eth0 –p tcp --dport ssh –j ACCEPT

Assuming the OUTPUT chain is correctly configured. Your junior administrator produced the above rules for a new server which runs an sshd service. The server has only 1 network card. However, packets are not being handled correctly and the ssh server is not processing ssh requests properly. Spot any errors and fix them.
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11.  In terms of security, explain why it would be very unwise for a system administrator to allow a normal user to run the “tcpdump” command?
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12. Consider the following:

<VirtualHost tester.com:800>
   
ServerAlias www.tester.com web.tester.com
  
ServerAdmin root@tester.com
  
DocumentHome /home/here/
  
ServerName tester.com
 <VirtualHost>

The virtualhost entry shown above is not working. It should support tester.com, www.tester.com, web.tester.com, with a server name of tester.com. Identify 2 faults and fix them.
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13. Supply mod_rewrite instructions for the above virtual host entry such that a request for web.tester.com or test.com will be redirected externally and permanently to http://www.test.com. You may use RewriteCond only once.
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14. You find the following .forward file:
> cat /home/andrew/.forward
\gordon
andrew

Explain the .forward file as shown.
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15.  An apache configuration file currently has no mod_rewrite commands. If the following is added to a virtual host area, what would the result be and why of handling the URL
   http://www.napier.ac.uk/~gordon/hello.html 

RewriteEngine on

RewriteCond %{HTTP_HOST}    !^www\.napier\.ac\.uk [NC]

RewriteCond %{REQUEST_URI}  ^/~gordon
RewriteRule ^/(.*)          http://www.live.napier.ac.uk/$1 [L,R=permanent]
RewriteRule ^((.*)          http://www.soc.napier.ac.uk/$1 [L,R=permanent]
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16. The following is an .htaccess file of a fictitious student on a student’s web account.

AuthType Basic

AuthName "Password Required"

AuthUserFile /home/test/.www-password

Required user any
The password file was built using:

$ passwd –c /home/test/.www-password user1

$ passwd /home/test/.www-password user2

Spot 2 errors with this approach and fix the errors.
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17. Consider the following zone file:


$TTL    86400

$ORIGIN tester.com.

@                       
1D IN SOA       ns1 me.tester.com. (

                                        2004101701     
 ; serial

                                        3H              
; refresh

                                        15M             
; retry

                                        1W              
; expiry

                                        1D )            
; minimum

                       
1D IN NS      ns1

                        
1D IN A         10.10.10.1

Write the remaining part of the zone file so that:
  
- www.tester.com has an ip of 10.10.10.2
 
- ns1.tester.com is an alias for tester.com
 
- web.tester.com is 10.10.10.10 and 10.10.10.11, allocated using a 
 

round-robin allocation method.
 
- mail to www.tester.com is directed to web.tester.com
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18. Detail the effect of the “-m state --state NEW” part of the following firewall rule.

# /sbin/iptables -A INPUT -m state --state NEW -p tcp --dport http -j ACCEPT
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19. Below is a line from a reverse zone and relates to the IP range 1.1.1.0/24:

1 PTR grussell.org
Explain the line shown.
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20. Consider the following output from “ifconfig eth0”.
eth0      Link encap:Ethernet  HWaddr 00:E0:81:26:30:E4

  inet addr:146.176.166.1  Bcast:255.255.166.1  Mask:255.255.0.0

             inet6 addr: fe80::2e0:81ff:fe26:30e4/64 Scope:Link

  UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

  RX packets:228989464 errors:0 dropped:0 overruns:0 frame:0

  TX packets:288311148 errors:0 dropped:23422 overruns:0 carrier:0

  collisions: 2342340 txqueuelen:1000

  RX bytes:1548063009 (1476.3 Mb)  TX bytes:1954165244 (1863.6 Mb)

  Base address:0xd800 Memory:fe980000-fe9a0000

Discuss any problems highlighted as a result of this output. 
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